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Final'project'

•  Proposals(due(March(28(at(latest(
– Max(possible(grade(on(project(is(A9(if(you(do(not(
submit(a(proposal.(I(encourage(you(to(submit(early!(

•  Proposal'content:'
– What'will'you'do?'How'will'you'do'it?'If'you'need'
data,'do'you'have'it?'

– How'will'you'determine'if'you'were'successful?'What'
are'the'key'outcomes'of'your'project?'

–  If'2'person'team,'how'labor'will'be'divided.'

•  1'page.'This'is'a'hard'limit.'



Final'project'

•  Some'combina.on'of'compu.ng/health'

•  Possible'formats:'
– Applica@ons(Develop'a'computa.onal'system'(app,'
website,'piece'of'socware)'that'addresses'some'
aspect'of'health'

– Grant(Write'a'proposal'(formaied'like'a'grant)'for'a'
biomedical'informa.cs'study.'Extensive'lit'review'(i.e.'
why'it’s'an'open'problem),'plan'along'with'
con.ngencies'(what'are'the'challenges'and'what'
happens'if'things'go'wrong?)'and'work'showing'
feasibility'

–  Experiment(Analysis'of'healthjrelated'data(



Paper/presenta.on/etc'

•  Presenta.ons'during'final'class'
•  Papers'
– 6j8'pages'in'NIPS'format.''

– Templates:'hips://nips.cc/Conferences/2015/

PaperInforma.on/StyleFiles'



Midterm'

•  Next'week!'
•  In'class'
•  Closed'book'
•  On'everything'covered'up'to'the'midterm'



HIPAA'

Health'Insurance'Portability'and'Accountability'

Act'

'

Includes'defini.ons'for'protected'health'

informa.on'(PHI),'and'what'can'be'shared'and'

with'whom'



•  Who’s'covered'by'HIPAA?'

– Ex:'healthcare'provider,'researchers'working'with'
PHI'from'hospital'

•  What’s'required?'

– Usually'need'consent,'unless'waiver'from'IRB'or'
meet'certain'other'criteria''

•  Key'component:'If'data'are'dejiden.fied'and'
you'don’t'have'reason'to'believe'that'they'can'
be'rejiden.fied…'no'longer'covered'by'HIPAA'



18'HIPAA'iden.fiers'

1.'Names''
2.'Certain'geographic'informa.on'

3.'Dates'other'than'year;'all'ages'
over'89'and'all'elements'of'dates'
(including'year)'indica.ve'of'such'
age,'except'when'aggregated'into'
a'category'of'age'90'or'older;'
4.'Phone'numbers;'
5.'Fax'numbers;'
6.'Electronic'mail'addresses;'
7.'Social'Security'numbers;'
8.'Medical'record'numbers;'
9.'Health'plan'beneficiary'
numbers;'

10.'Account'numbers;'
11.'Cer.ficate/license'numbers;'
12.'Vehicle'iden.fiers'and'serial'
numbers,'including'license'plate'
numbers;'
13.'Device'iden.fiers'and'serial'
numbers;'
14.'URLs'

15.'IP'addresses'
16.'Biometric'iden.fiers,'
including'finger'and'voice'prints;'
17.'Full'face'photographic'images'
and'any'comparable'images'
18.'Any'other'unique'iden.fying'
number,'characteris.c,'or'code'



•  Not'required'to'be'removed'

– Gene.c'informa.on'

– Text'
•  Use'imperfect'method'or'just'give'up?'

•  Should'people'be'able'to'consent?'



•  No'longer'treated'as'iden.fiable'
–  Safe'Harbor:'Remove'18'HIPAA'iden.fiers,'and'no'

knowledge'that'people'can'be'rejiden.fied'

–  Sta.s.cal'method:'Or'guarantee'“small”'chance'of'rej

iden.fica.on'

•  Limited'dataset'(e.g.for'research,'public'health)'

–  16'of'18'removed'(can'keep'dates)'

– No'consent'needed'
–  Rejiden.fica.on'prohibited'



1.  Prohibi.ng'unauthorized'rejiden.fica.on'
of'dejiden.fied'data;'

2.  Ensuring'the'robustness'of'dej
iden.fica.on'methodologies;'

3.  Establishing'reasonable'security'safeguards'
for'dejiden.fied'data;'

4.  Increasing'public'transparency'about'uses'
of'dejiden.fied'data.'









HIPAA'and'genomic'data?'



Privacy'protec.on'approaches'

•  Dejiden.fica.on'(i.e.'HIPAA'safe'harbor)'
– Remove'explicit'and'quasijiden.fying'data'

•  Trusted'third'party'
– Used'for'iden.fying'subjects'
Researcher'j>'physician'j>'TTP'j>'researcher'

– Restricted'version'where'3rd'party'only'has'
encrypted'data'

'

'



Reiden.fica.on'of'genomic'data'

•  Family'structure'

•  Combine'data'

•  Genotypejphenotype'
•  Reverse'engineer'pseudonymiza.on'



Dejiden.fying'data'

•  Bare'minimum:'replace'all'IDs'with'research'ID,'change'
dates,'remove'HIPAA'iden.fiers'
–  Should'have'different'shic/func.on'for'each'pa.ent'

•  Structured'data'
–  Add'noise'

•  Text'
–  Manual'vs'sta.s.cal'

•  Genome'
–  Generalize'sequence'

•  Images'
–  Facial'blur'

'



Limits'of'deiden.fica.on'

hip://latanyasweeney.org/work/

iden.fiability.html'

"87%'of'the'U.S.'Popula.on'are'uniquely'

iden.fied'by'{date'of'birth,'gender,'ZIP}."'



hip://thedatamap.org/risks.html'

jState'sells'pa.entjlevel'data'

jIncludes'hospitaliza.ons'w/demographics,'diagnoses,'procedures,'

hospital,'zipcode'

jSearched'newspapers'for'hospitalized'j'>'ar.cles'have'name'and'

reason'

“This'is'the'same'kind'of'informa.on'an'employer'may'know'about'an'

employee'taking'a'medical'leave,'a'creditor'may'know'about'a'debtor'

ci.ng'health'concerns'as'a'reason'for'tardy'payments,'and'family,'

friends'or'neighbors'may'know'about'a'pa.ent'in'a'hospital.”' ''

'

jCan'combine'w/public'records'to'get'age,'then'map'to'hospital'data'

''







Table(2.(A(summary(of(successful(re9iden@fica@on(aEacks(on(the(evalua@on(criteria.(

El'Emam'K,'Jonker'E,'Arbuckle'L,'Malin'B'(2011)'A'Systema.c'Review'of'RejIden.fica.on'Aiacks'on'Health'Data.'PLoS'ONE'6(12):'e28071.'doi:

10.1371/journal.pone.0028071'

hip://journals.plos.org/plosone/ar.cle?id=info:doi/10.1371/journal.pone.0028071'



Are'cells'really'anonymous?'













Good'prac.ces'

•  Physical'security'
–  Locked'cabinet/office,'don’t'print'records'and'leave'
them'in'common'area/on'desk'

– Automa.cally'lock'computer'acer'5'minutes'inac.vity'

•  Encryp.on'
–  Losing'laptop/thumb'drive,'sending'hard'drive'for'
repair'can'be'disastrous'

•  Restricted'access'to'servers'with'PHI'
•  PHI'in'segregated,'labeled,'directories'
•  Data'usage'agreements''



Pervasive'Health,'Consumer'

Informa.cs,'mHealth'

Common'theme:'decentralized'pa.ent'centered'
technologies'

•  PHR'
•  Instrumented'environments'

•  Wearable'and'implantable'sensors'

•  Mobile'apps'

•  Telemedicine'



Why'mobile?'

Chronic'disease'accounts'for'70%'of'healthcare'

spending'in'US'

'

Outside'clinical'environment'

'

Major'burden'on'pa.ents'



Usual'view'of'health'IT'

•  Hospital'or'clinicjbased'
•  Assis.ng'clinician'
•  Sporadic'encounters'
•  Beier'treatment'



Chronic'disease'+'maintaining'health…'

•  Hospital'or'clinicjbased'
•  Assis.ng'clinician'pa.ent/caregiver'
•  Sporadic'encounters'
•  Beier'treatment'preven.on/management'



Benefits'

•  Deliver'and'collect'informa.on'outside'
hospital'

– At'point'of'need'
– Con.nuous'(passive'vs'ac.ve)'
–  In'scenarios'previously'inaccessible'(school,'work,'
daily'life'–'condi.ons'not'replicable'as'injpa.ent)'

•  Reach'underserved'popula.ons''
– Developing'countries''
– Low'SES'







Example'uses'cases'

•  Delivering'informa.on'

– Text'messages'related'to'allergies'or'pregnancy'

•  Improve'treatment'adherence'

– Medica.on'reminder'systems'

•  Facilitate'health'
– Nutri.on,'physical'ac.vity,'weight'loss'





According'to'one'survey'(n'='6223),more'than'

half'of'individuals'who'purchased'a'wearable'

device'stop'using'it'and,'of'these,'one'third'

did'so'before'6'months.5'

Key'issues:'

1.  Mo.va.on'of'user.'Cost/access.'Who'will'benefit?'

2.  Will'they'con.nue'using'it?'Why?'

3.  Is'it'accurate?'Many'sensors'not'yet'validated'

4.  How'is'feedback'presented'to'user?'



Challenges'(aka'opportuni.es)'

•  Data'quality'(vs'device'cost)'
•  Reflec.on'vs'recommenda.ons'

•  Longterm'adop.on/mo.va.on'



Use'case:'medica.on'adherence'

•  Not'filling'prescrip.on'
•  Not'taking'as'prescribed'
•  Not'comple.ng'treatment'





Example:'text'messaging'







Example:'smart'pill'boile'

•  Track'boile'opening/closing'
– Amt'medica.on'removed'(sensors'inside'boile)'

•  Visual'indicators'



Example:'medica.on'reminder'app'

•  No'new'hardware,'portable'
•  Challenges:''
– Access'
– Ability'
– Few'trials'



Example:'homejbased'sensor'






